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Abstract

The sizeof applicationsis becominggreaterevery day.
Softwae componentsnable developes for easily build-
ing large applicationswith basicreusableparts. However,
there is a needfor a systemsupportto allow theseappli-
cationsto scaleto manyusess andto large networks.Cur-
rent methodsfor load balancingcannotbe applied, since
they are mostly designedfor local area networksand the
monitoringtools are not suficient. To allow efficientload
balancing we first haveto considerthe architecture of the
monitoringinfrastructue. In thispaperwepresentawayto
build a scalablemonitoringplatform. By usinginformation
providedby this platform,it’s possibleto build policiesfor
helping systemadministiators in the managementof com-
plex tasks. Using application descriptions,thesepolicies
take into accountthe global architecture and drive recon-
figurationsusingthe monitoringdata.

1. Intr oduction

Today with the increaseof the size of applications,
reusablesoftwarecomponentdring anew solutionto lower
developmenttime and cost. Moreover, software architec-
tures- componentsonnectedogetheron differenthosts-
allow to build easilylargescaledistributedservicesbut new
criteriashave to be consideredor designingsuchservices:

e applicationsare more and more distributed on large
scalenetworksdueto thedistribution of resourcesind
tiers;

e theuseris askingfor a bettersystemsupportto have a
betterexperience.

Static solutionsfor thoseproblemsare no longer possible
becauseof the dynamicconstraintsof thoseapplications:
while an applicationis running, the network performance
and the stateof executionenvironmentscan significantly

changelt's hardto predictevenon shorttermthe behavior

of software partsexecution. Thereis a needof a dynamic
systenmsupportfor adaptinghoseapplicationgo theirervi-

ronment;for applicationgouilt ondistributedsoftwarecom-
ponentsthis meanghattheir executionplatform hasto be
fully re-configurable Reconfigurationganbe eitherfunc-
tional or non functional. Functionalreconfigurationsare
application-drvenin ordermalke structuralchangesin the
otherhand,nonfunctionalreconfigurationshouldbetrans-
parentto the applicationdeveloper They canbe usedfor

loadbalancingor faulttolerance.

Jim Gray said: “The load balancingproblemis easyto
describeand hard to solwe”. In fact, it can be described
in afew gquestions:Givena numberof requestdor a host,
how shouldthis hostreact? Shouldit handleall incoming
requeststself, or shouldit transfersomerequests$o another
host? If yes,how to choosehis host? And whatis thecost
of thismechanisn?

Thefirst requiremenfor load balancingis a distributed
monitoring platform. Most monitoring modelsare based
on a client sener model. This meansthat whenthe client
needgo getthe stateof anotherhostit hasto queryit with
a network protocol. With low latengy, it is acceptablgo
take blockingdecisionson this data.But asthelateng gets
higherandthe numberof hostsincreasesthis decisiontime
will be higher Thus,this modelcanhardly scaleto large
networks. For making a load balancingservicescalable,
informationhasto be distributedthe sameway asthe deci-
sionalinfrastructure Themaingoalsto achieve are:

e precision:the quality of decisionsdepend®f the pre-
cisionof theinformationcollected;

e ubiquity: theinformationhasto beaccessiblé&om ary
host;

e non-intrusvenessmonitoringhasto interfereaslittle
aspossiblewith applicationexecution.

Heisenbey's Principle statesthat one cannot measure
somethingwithout alsoaffectingit in someway. This ap-



plies to monitoring too and so the main challengeis to
find agoodtrade-of betweerthethreecharacteristictisted
above. Moreover, thosethreeparametersirelinked: anin-
creasef precisionor ubiquityinducesmorenetwork traffic
andis thereforemoreintrusive.

This infrastructureis first andforemostof benefitto the
systemadministrator But managinga large applicationby
handis a hardjob. To assisthim/her, reconfiguratiorpoli-
ciesaredesignedor complicatedaskslik e loadbalancing.
Reconfiguratiorpoliciesbasetheir decisionson monitored
dataandactaccordingo thereconfiguratiorcapabilitiesof
the underlyingsystem. In the recentyears,work on load
balancingpolicieshasbeenmostly appliedto processesr
databasesandthe decisionsof load balancingpoliciesare
generallybasedsolely on the CPU load of hostsor a ran-
dom algorithm. With software componentsgdependencies
betweercomponentareexplicit andthis allows a policy to
manage whole applicationinfrastructure.

Firstwe will studythe needsatthe monitoringlevel and
presentour implementation(Section2). Then,we present
all the reconfigurationmethodswhich are the basictools
for load balancing(Section3). With precisemonitoring
dataanda high level tool we arethenableto definepoli-
cies(Sectiond).

2 Passvedistrib uted monitoring

We definedistributedmonitoringasthe gatheringof sig-
nificant datadescribingthe stateof a system. The system
representshe global serviceor applicationthatwe wantto
monitor. The datacanbe characterizedy all information
thathasarole in the executionof this system.The stateis
theinformationata fixedtime t. Significantmeanghatthe
statechangedave to be minimizedto reducetheintrusive-
nesssideof monitoring. Firstwe will studywhatto monitor
andthenwe presenburimplementation.

With softwarecomponentstherearetwo levelsto mon-
itor: the applicationlevel (the dataflow betweencompo-
nents),andthe stateof the hostson which componentsre
executed.

2.1 Monitoring an application behavior

Therearemary differentwaysto monitoranapplication
basedon software components.To clearly understandhe
needswe first have to describethe differentcommunica-
tion levels (Figure 1). A software componenis executed
inside a componentuntime, this runtime handlesall non
functionalproperties(e.g.: transactiongor EnterpriseJas-
abeang12] andCOM+ [4], synchronizatiorandthreading
in COM+). This componentuntime needsto accessigh
level communicationso managehosenonfunctionalprop-
ertiesandto allow communicationdetweencomponents.
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Figure 1. Different comm unication levels

Thelayerresponsibldor this taskis usuallya middlewvare
(RMI for EnterpriseJavabeansPCOM for COM+ compo-
nents,CORBA ORB for CCM[7]). Monitoring the middle-
warecanbedoneby two ways:

e interception:the middlewaredataframesarecaptured
andre-decodedo analyzethe content;

e integration: hooks are addedinside the code of the
middlewareitself to inform the monitoringruntime of
someevents.

Most work in this field hasbeendoneon CORBA based
middlewares. Goodevatch[3] is basedon the integration
approach:hooksare addedinto the ORB to interceptin-

voke calls. Eternal[6] catchesCORBA callsatthe TCP/IP
level using systemcall interception. The interceptionap-
proachallows to catch middlevare methodcalls without
ary modificationof the sourcecodeitself but asit relieson

low level network functions,it depend®n operatingsystem
interfaces.

Gettinginformationatthemiddlewarelevelis notneces-
saryfor our needsBecaus®ur basicre-configurableinitis
a componeni{Section3), informationgatheredrom other
levels than componentss not very usefulfor reconfigura-
tion policies. Sowe have choserto captureonly communi-
cationbetweercomponentsvithout runtimecallsfor addi-
tional non functional properties(transactionsgtc.). This
can be done by watching communicationat the runtime
level.

2.2 Hostlevel information

Monitoring hasto take the core computingcapabilities
into account. Theseare relatedto the stateof eachhost.
To explaintheinfluencethis statehason anapplicationwe
focusontherolesof processeandthe network.



2.2.1. Evaluating network cost. In the caseof our tar-
get application,communicatiorbetweencomponentisu-
ally consistof shortrequestsandshortanswers Suchcom-
municationbasedon middlewareis very oftensynchronous
anda clientis blockedwhile waiting for ananswerfrom a
sener. Thisis why thenetwork lateng betweerhostsis the
mostimportantparameteespeciallyin wide areanetworks
like the Internet([2]). This factoris furthermoreincreased
by thefactthatremoteinvocationswith middlevareusually
inducesmary TCP/IP messagegwith CORBA and RMI,
ourtestsshavedthatonetwo-way invocationneedsA mes-
sages)Sothemostimportantinformationto captureonthe
network layeris this lateng delay

2.2.2. Role of processes.As describedin Figure 2, the
mappingof componentgo processess decomposednto
threelevels. The applicationconsistsmainly of dependen-
ciesandcommunicatiordescriptiondetweercomponents.
At ahost,acomponenwill berunninginsideaprocesgde-
pendingon the componenplatform, differentmappingsto
processesrepossible).Processnonitoringis a well stud-
iedtopic. Most operatingsystemshave mary toolsfor ana-
lyzing performance.The mainparameteis CPU use. The
secondneis memoryuse.Understandinghe memoryuse
impacton executionis not easy Most tools shov only the
memoryavailable but this hasnearlyno meaning,as most
operatingsystemg(Linux, Solaris,Windows NT) will use
all availablememoryfor file cachingpurposesThis mem-
ory canbereleasedn demandAnd for extendingmemory
beyondphysicalmemorycapacityawell known mechanism
is virtual memory Virtual memoryis storedon a disk and
so hasa nearly 100 fold slower accesgime. As a result,
applicationausingvirtual memoryarehugelyslowed.
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Figure 2. Different abstraction levels

Methodsfor allocatingvirtual memorydiffer a lot from
one operatingsystemto another The most known are
paging (BSD like, Solaris, Windoaws NT) and swapping
(Linux). Pagingis performedcontinuoushby asystendae-

mon which storesall unusedmemoryon disk. As conse-
guencethepagingrateis theindicatorof memoryshortage
[1]. Swappingon the otherhandis activatedwhenthereis
no more free memoryavailable. Every new memoryallo-
cationwill be doneon a swap disk space.The percentage
swap spaceusedin this caseis themainindicator

2.3 Design
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Figure 3. Distrib uted monitoring architecture

Tofully understandtheneedof ourstructurewe needo
explain issueswith currentmonitoringsystems.The usual
way to collectinformationfor monitoringis to geta fixed
intervals somedatafrom hosts(polling). The mostcom-
mon implementatioris SNMP (Simple Network Manage-
mentProtocol). An agentat eachhostrespondgo queries
for basic SNMP objects. But this approachcannotscale
(withoutanimportantdataoverheadpndis notprecise It is
basedn the client-sener paradigmandthis is not suitable
for reducingintrusiveness:the quantity of network traffic
induceddependdinearly of the precisionof data. To solve
this problem,our implementations built on two levels of
information. Thefirst levelis calledthemonitoringregistry.
Thislevel is usedfor local storageof low level information
(Figure3). Thosedatacanbe updatedeitherin-procesdor
kernelinformationat a fixed rate (CPU load, virtual mem-
ory use.etc.),or out-procesdy events(e.g.acomponenin-
vocation).In orderto keepthisinformationflow (polling or
events) thereareeventsfrom monitoringregistry to Probes
data.

In our prototypebasedon Sun’s EnterpriseJavabeans
Referencémplementationywe addedcallsinsideEJBInvo-
cationManagepreinvoke methodwhich informs our mon-
itoring agent. This allows us to get statisticson the data
flow betweencomponentsThis is usedfor reconfiguration
policies (asexplainedin Section3) andfor administratve
needs.

Theentity responsibldor interpretingandfiltering mon-
itoring registry datais calleda Probe It hasaccesdo asec-
ondlevel of data(ProbeStat\alueg which is distributedto
all hostsof the monitoringfederation.Updatesof this data
shouldonly bedonewhensignificantchange®ccur(thisis
therole of thefilter) to minimize remoteupdatesThis data



is platformindependentfor administratiorandreconfigura-
tion policiesusage:e.g. for CPU load, the datarepresents
a percentagef utilization andis updatedon detectionof
a 10% averagechangeevery 10s. Usingfilters and events
allows the client to have a passie role in monitoringand
soit will be easierfor it to adaptonly on importantervi-
ronmentchangesThoseadaptationarebasedon policies.
The possibilitiesof thesepolicieswill dependon dynamic
reconfiguratiorcapabilities.

3. Dynamic reconfiguration

Future distributed applicationswill needto be able to
easilyscaleto heavy loads. Dynamicreconfiguratiortools
allow evolutionswithout degradationof service. Thereare
mostlytwo goals:

e nonfunctionalreconfigurationsthey have to be com-
pletely transparento the final developer They have
not only to changecomponentiocationsbut naming
referencesndclientsbindingstoo.

e functionalreconfigurationsthey aremostlyfor struc-
tural changesn the application. This kind of recon-
figurationis uponthe namingreferencesandprovides
only for the applicationdeveloperan API to a recon-
figurationtool.

3.1 Migration

The migrationmechanisnis a transferfrom onehostto
anotherof anentity. Therearetwo sub-typesof migration:
strongmigrationwith a transferof the stateof this entity,
andweakmigrationwith only a transferof the executable
partandsomeattacheddata. This mechanisnshouldhave
a strongpropertyof atomicity and consisteng. Migration
shouldbe seenasoneoperationwhich canrestorethe pre-
viousstatein caseof failure(atomicity). Consisteng means
thatthe executionflow of theapplicationshouldremainun-
changedafterthe migrationof acomponent.

3.2 Replication

Replicationis a well studiedtopic in databaseesearch.
Its goalis to increasehelocality of referencd9]. Themain
ideais thatby duplicatingcomponentatdifferentsitesit is
possibleto enhanceperformancereliability and availabil-
ity. For exampleif a hostis performingmary accesseena
remotecomponentheremaybe a worthwhile performance
gain by duplicatingthis componentocally. This helpsto
solve somereliability problemstoo: if one hostfails the
componenwill still beaccessiblsomeavhereelse.

With databasesegeplicationcanbeperformedby copying
datato anotherhost. With componentghereis not only a

datapart but an executableparttoo. This executablepart
canbedividedinto a binary partandits state.Sotherepli-
cationmechanisnshouldtake careof duplicatingthemon
otherhosts.

It's possibleto distinguishtwo differenttypesof replica-
tion:

e |oad balancingoriented: its goal is only to enhance
performanceén choosingthe right hostto executeev-
ery divisible part (methodin statelesscomponentor
sessiorfor statefulcomponents).

e faulttoleranceoriented:for enhancingeliability com-
ponentsareduplicated A hosthasto managehe state
of every copy andthis constrainusuallydecreaseper
formance.The stateof every copy canbe managedy
two ways:

— active replication: the state of eachreplicais
maintainedby broadcastingeachqueryto each
host( 1to N scheme);

— passve replication: only onereplicarecevesall
requestandasubsidiarymechanisnis responsi-
ble for duplicatingits state(1 to 1).

Handlingthe stateof an executables not an easytaskbe-
causenative functionsof mostlanguagedike Java or C++
don't allow serializationof threadgthe basicunit of execu-
tion). This is why quite often a deterioratedorm of repli-
cationis used:the stateof the components not transferred
andthereplicationprocesss executedonly whenthe com-
ponentis in anidle state(no sessiongreopenedy users).

3.3 Systemtuning

A lot of systemparametergan be adaptedo meetthe
needof aspecificapplication.Thoseparametersangefrom
operatingsystemlevel (disk accessnethods differentOS
cachesizes)toresourcege.g.databasesindto thecompo-
nentruntime. Someof theseparametergarefixedat startup
but othersaredynamicallymodifiable. Threadusagéds one
of the mostimportant parameterfor performanceon the
componentruntime. Allowing mary componentgo exe-
cute,eachonein its own thread,canimprove dramatically
theirindividual executiontimes: on multiprocessosystems
the systemschedulercan dispatchthreadson all proces-
sors,so mary methodscan be executedat the sametime.
But allowing too mary threadsto executeat the sametime
would be costly. Eachthreadwill needsomememory and
schedulingtime would be increased.That's why the most
commonapproactis to have afixedpool of thread<this is
implementedn mostcomponentseners). The numberof
runningthreadss aninterestingparameteto changeunder
heavry loadfor avoiding resourceoverload.



3.4 Constraints

Reconfigurationof componentds possibleonly under
someconditions. To achieve a particularbehaior or func-
tion in aframework, acomponenmaybeboundto specific
resources. This induceslocalization constraintson some
partsof the application.Whatwe meanby boundresource
is that communicatiorbetweenthe componentandthe re-
sourcecant be doneremotely (becauseof native system
calls or of network costwhich would unacceptablyeduce
performance).As an example,take a graphicaluserinter-
facecomponen{GUI), which generatefots of communica-
tions (usually native calls) with the operatingsystem.This
componentant beexecutedsomevhereelse.And theGUI
will beatonly oneusersidesoit cant beduplicated.

Anotherconstraintcanbeaspecificco-localizatiormneed
of several components. Somecomponenthave to be kept
in the samememoryspacethan othersto avoid heavy re-
moteinteractions.For instance a web browsercomponent
canbe genericenoughto take an URL andrenderit into
somegraphicalformat (it will not have arny resourcebind-
ing). Suchacomponenhasto be co-localizedwith its con-
trol GUI (which is boundto a graphicaldisplay)to ensure
low costinterprocesscommunicationdetweenthosetwo
components.

For thesereasonssomecomponentsrenot appropriate
for reconfiguration.

4. Reconfiguration architecture
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Figure 4. Reconfiguration framework

In orderto createaloadbalancingservice we have build
a distributed reconfiguratiortool. Our modelis described
by anexamplein Figure4 : Host2 is hostinga component
which hasbeenreplicatedto Host3. Theclientis the pro-
gram part running on Host 1 which is accessingemotely
componentA. Host 2 and Host 3 are sendingmonitoring
events(section2) to the client (Host 1). Using this infor-
mation, the client is ableto reconfigureitself basedon an

invocationpolicy. The Connectolis our interfaceto change
the client bindings. The key to reconfigurationis that ev-

ery usedcomponents associatedvith a Connector: the
Connectorcontainsinformationsaboutthe bindingandthe
replication pool of a component. On the sener side the

dynamicsare handledby a reconfiguratiorpolicy (section
4.2).

4.1 Client sidedynamics

The first goalis to be able to rebind the remoterefer
enceof the client to anothersener. This remotereference
is handledby a stub(on nearlyevery middlevareplatform).
The stubthenissuesinvoke calls on the ORB (ObjectRe-
guestBroker). Preciselyon CORBA (or RMI over IIOP
for EnterpriseJasaBeans)those calls are handledby the
org.omgCORBA.portableObjedImpl which transfersthe
callsto the vendorimplementation We have inserteda re-
configurableconnectoinsidethismethodto changahereal
remotereference By this way we provide arebindmethod
ableto transparentlyexecuteremotemethodson ary com-
ponent.

The secondmportantpoint with this kind of reconfigu-
rationis to managehereferencesOn Enterprise)avaBeans
andCORBA ComponenModel aHomeobjectis responsi-
ble for locatingandcreatingobjectson the sener side. We
interceptthosecallstooto associatareferencawvith acom-
ponentnameanda remotehost. Actually we supposehat
the remotecomponentsre statelessand every invoke call
canbe executedindependentlyon ary sener. If a stateis
involvedthe rebindmethodhasto take careof the sessions
boundto the componenstate.

Figure5 shovs asampleuseof thereconfigurationnter-
faceandthe monitoringtool to build aloadbalancingnvo-
cationpolicy. We supposeheclientis usingacomponenf\
whichis replicatedon somehosts.Whentheclientreceves
anupdateof CPUload of thosehosts(OnStatEventit will
rebindthe Stubto thereplicateon the lessloadedsener.

4.2 Sewer sidedynamics

The sener sideneedso evolve to adaptthe component
hoststo their ervironment. This canbe achievedin adding
areconfiguratiorinterfaceto every sener. Thisinterfaceis
ableto install new componente&indmanagenstancesn or-
derto replicateor migratecomponentslt interactgemotely
with the clients Connectos to updatetheir replicatedpool
andreferences.

Reconfiguratiorcanbe drivenfor resourceuseor avail-
ability. For instancea resourcebasedpolicy may want to
migrate a componentto a remotehost to free resources.
If thereareenoughresourcesvailablea replicationpolicy
could replicatea componenbn mary hoststo increasets



public class LBInvocationPolicy
extends I nvocationPolicy {

/1 on receive of nonitoring data

public void OnStat Event (StatEvent stev) {
Connector ¢ = cm get Connector(clientRef);
/1 get all the replicated conponents
Conponent Ref[] rp = c.getReplicationPool ();
| net Addr ess host nane =

cli ent Ref . get Conponent Host Addr () ;

Conponent Ref newRef = clientRef;
long mn_load = sm get St at (host nane, CPU_VALUEI D) ;
/1 get the mninumload value fromall
/1 hosts running a replicated conponent

for (int il =0;il <rp.length;il++) {
I net Address repl host =
rplil]. get Conponent Host Addr () ;

repl _l oad = sm get Stat (repl host, CPU_VALUEI D) ;
if (repl_load < mn_load) {
mn_l oad = repl _| oad;
newRef = rp[il];}}
if (newRef !'= clientRef) {
/1 rebind the client to the new host
c.rebi nd(newRef); }}

Figure 5. Sample of a load based invocation
policy

availability. Anotherway to improve the global execution
is to migratecomponentén orderthattwo componentshat
have mary interactionsare executedon the samehost. All
thosedifferentpolicies canbe build by differentproviders
impliedin distributedsoftwareservices for examplethere-
sourcebasedoliciesareverydependenvf OSspecificdata
andthusshouldbe build by the monitoringtool provider.

5. Relatedwork

Most of the work on load balancingat the middleware
level s limited to loadbalancingfor CORBA objectsonlo-
calnetworks. Usuallythey arebasedn a Delggator pattern
[10] on the sener side: onehostis receving requestsand
it interceptsanddelegatesthemto anothersener. This host
manages pool of replicatedCORBA senersandchooses
at eachrequestone of thosereplicates. Most policies for
this choiceare basedon roundrobin or randomalgorithm
[5, 11]. Suchpoliciesdon't take into accountthe applica-
tion architectureandthe stateof thereplicates.

Themostcompletework on load balancingifor CORBA
istheLoadBalancingServiceof TAO [8]. Its architecturds
quite similar to our model: monitoringcanbe synchronous
(pull) or asynchronougpush)andit allows adaptatie poli-
ciesfor loadbalancingoo.

For scalingload balancingto large networks, the main
problemis to reduceall interactions.We solved this prob-
lem with a fully decentralizedeconfiguratiorarchitecture
andsmartfilters for monitoringdata.

6. Conclusionsand futur e work

In this paperwe have presentedur approactfor build-
ing a genericload balancingservicefor applicationbased
on softwarecomponentsin orderto be ableto make good
decisionsthis kind of servicehasto rely on precisemon-
itoring data. The policiesare fully distributed which has
consequenceif the whole infrastructure. By distributing
only significantdata, the monitoring serviceis not overly
intrusive andallows to easilyreactto thosechangesUsing
this data,we have a modelwhich involvesall the actorsof
an applicationin load balancingpolicies. Implying mary
providers meansthat the reconfigurationplatform should
provide a high level of pluggability on every part(policies,
monitoringtools). This canbe achievedin conceving the
whole platformasaframawork.

Partsof the platformarestill underdevelopmentandwe
expectto have soonreal performanceresults. Therecan
be a multi-criteria problemto solve for somepolicies so
we are working on methodsto comparethe costof each
parameter We are alsoinvestigatinghow to replicateary
kind of componentgvenonewith a persistenstate.
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