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Abstract

Thesizeof applicationsis becominggreaterevery day.
Software componentsenabledevelopers for easily build-
ing large applicationswith basicreusableparts. However,
there is a needfor a systemsupportto allow theseappli-
cationsto scaleto manyusers andto large networks.Cur-
rent methodsfor load balancingcannotbe applied, since
they are mostlydesignedfor local area networksand the
monitoringtools are not sufficient. To allow efficient load
balancing, wefirst haveto considerthe architecture of the
monitoringinfrastructure. In thispaperwepresenta wayto
build a scalablemonitoringplatform.Byusinginformation
providedby this platform,it’ s possibleto build policiesfor
helpingsystemadministrators in the managementof com-
plex tasks. Using application descriptions,thesepolicies
take into accountthe global architecture and drive recon-
figurationsusingthemonitoringdata.

1. Intr oduction

Today, with the increaseof the size of applications,
reusablesoftwarecomponentsbringanew solutionto lower
developmenttime andcost. Moreover, softwarearchitec-
tures- componentsconnectedtogetheron differenthosts-
allow to build easilylargescaledistributedservices,butnew
criteriashaveto beconsideredfor designingsuchservices:

� applicationsare more and more distributed on large
scalenetworksdueto thedistributionof resourcesand
tiers;

� theuseris askingfor a bettersystemsupportto havea
betterexperience.

Staticsolutionsfor thoseproblemsareno longerpossible
becauseof the dynamicconstraintsof thoseapplications:
while an applicationis running, the network performance
and the stateof executionenvironmentscan significantly

change.It’s hardto predictevenon shorttermthebehavior
of softwarepartsexecution. Thereis a needof a dynamic
systemsupportfor adaptingthoseapplicationsto theirenvi-
ronment;for applicationsbuilt ondistributedsoftwarecom-
ponents,this meansthat their executionplatformhasto be
fully re-configurable.Reconfigurationscanbeeitherfunc-
tional or non functional. Functionalreconfigurationsare
application-drivenin ordermake structuralchanges.In the
otherhand,nonfunctionalreconfigurationsshouldbetrans-
parentto the applicationdeveloper. They canbe usedfor
loadbalancingor fault tolerance.

Jim Gray said: “The load balancingproblemis easyto
describeand hard to solve”. In fact, it can be described
in a few questions:Givena numberof requestsfor a host,
how shouldthis hostreact? Shouldit handleall incoming
requestsitself, or shouldit transfersomerequeststo another
host? If yes,how to choosethishost? And whatis thecost
of thismechanism?

The first requirementfor load balancingis a distributed
monitoring platform. Most monitoring modelsare based
on a client server model. This meansthat whenthe client
needsto get thestateof anotherhostit hasto queryit with
a network protocol. With low latency, it is acceptableto
takeblockingdecisionson this data.But asthelatency gets
higherandthenumberof hostsincreases,thisdecisiontime
will be higher. Thus,this modelcanhardly scaleto large
networks. For making a load balancingservicescalable,
informationhasto bedistributedthesameway asthedeci-
sionalinfrastructure.Themaingoalsto achieveare:

� precision:thequality of decisionsdependsof thepre-
cisionof theinformationcollected;

� ubiquity: theinformationhasto beaccessiblefrom any
host;

� non-intrusiveness:monitoringhasto interfereaslittle
aspossiblewith applicationexecution.

Heisenberg’s Principle states that one cannot measure
somethingwithout alsoaffecting it in someway. This ap-



plies to monitoring too and so the main challengeis to
find agoodtrade-off betweenthethreecharacteristicslisted
above. Moreover, thosethreeparametersarelinked: anin-
creaseof precisionor ubiquity inducesmorenetwork traffic
andis thereforemoreintrusive.

This infrastructureis first andforemostof benefitto the
systemadministrator. But managinga largeapplicationby
handis a hardjob. To assisthim/her, reconfigurationpoli-
ciesaredesignedfor complicatedtaskslike loadbalancing.
Reconfigurationpoliciesbasetheir decisionson monitored
dataandactaccordingto thereconfigurationcapabilitiesof
the underlyingsystem. In the recentyears,work on load
balancingpolicieshasbeenmostlyappliedto processesor
databases,andthedecisionsof loadbalancingpoliciesare
generallybasedsolely on the CPU load of hostsor a ran-
dom algorithm. With softwarecomponents,dependencies
betweencomponentsareexplicit andthisallowsapolicy to
manageawholeapplicationinfrastructure.

First we will studytheneedsat themonitoringlevel and
presentour implementation(Section2). Then,we present
all the reconfigurationmethodswhich are the basic tools
for load balancing(Section3). With precisemonitoring
dataanda high level tool we arethenableto definepoli-
cies(Section4).

2 Passivedistrib uted monitoring

We definedistributedmonitoringasthegatheringof sig-
nificant datadescribingthe stateof a system.The system
representstheglobalserviceor applicationthatwe wantto
monitor. The datacanbe characterizedby all information
thathasa role in theexecutionof this system.Thestateis
theinformationat a fixedtime t. Significantmeansthatthe
statechangeshave to beminimizedto reducetheintrusive-
nesssideof monitoring.Firstwewill studywhatto monitor
andthenwe presentour implementation.

With softwarecomponents,therearetwo levelsto mon-
itor: the applicationlevel (the dataflow betweencompo-
nents),andthestateof thehostson which componentsare
executed.

2.1. Monitoring an application behavior

Therearemany differentwaysto monitoranapplication
basedon softwarecomponents.To clearly understandthe
needswe first have to describethe different communica-
tion levels (Figure1). A softwarecomponentis executed
insidea componentruntime, this runtime handlesall non
functionalproperties(e.g.: transactionsfor EnterpriseJav-
abeans[12] andCOM+ [4], synchronizationandthreading
in COM+). This componentruntimeneedsto accesshigh
level communicationsto managethosenonfunctionalprop-
ertiesandto allow communicationsbetweencomponents.
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Middleware

Component runtime
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Figure 1. Diff erent comm unication levels

The layer responsiblefor this taskis usuallya middleware
(RMI for EnterpriseJavabeans,DCOM for COM+ compo-
nents,CORBA ORB for CCM[7]). Monitoring themiddle-
warecanbedoneby two ways:

� interception:themiddlewaredataframesarecaptured
andre-decodedto analyzethecontent;

� integration: hooksare addedinside the codeof the
middlewareitself to inform themonitoringruntimeof
someevents.

Most work in this field hasbeendoneon CORBA based
middlewares. Goodewatch[3] is basedon the integration
approach:hooksare addedinto the ORB to interceptin-
voke calls. Eternal[6] catchesCORBA callsat theTCP/IP
level usingsystemcall interception. The interceptionap-
proachallows to catch middleware methodcalls without
any modificationof thesourcecodeitself but asit relieson
low level network functions,it dependsonoperatingsystem
interfaces.

Gettinginformationat themiddlewarelevel is notneces-
saryfor ourneeds.Becauseourbasicre-configurableunit is
a component(Section3), informationgatheredfrom other
levels thancomponentsis not very useful for reconfigura-
tion policies.Sowe havechosento captureonly communi-
cationbetweencomponentswithout runtimecalls for addi-
tional non functional properties(transactions,etc.). This
can be done by watching communicationat the runtime
level.

2.2. Host level information

Monitoring hasto take the corecomputingcapabilities
into account. Theseare relatedto the stateof eachhost.
To explain theinfluencethisstatehasonanapplication,we
focuson therolesof processesandthenetwork.



2.2.1. Evaluating network cost. In the caseof our tar-
get application,communicationbetweencomponentsusu-
ally consistof shortrequestsandshortanswers.Suchcom-
municationbasedonmiddlewareis veryoftensynchronous
anda client is blockedwhile waiting for ananswerfrom a
server. This is why thenetwork latency betweenhostsis the
mostimportantparameterespeciallyin wide areanetworks
like theInternet([2]). This factoris furthermoreincreased
by thefactthatremoteinvocationswith middlewareusually
inducesmany TCP/IP messages(with CORBA and RMI,
our testsshowedthatonetwo-way invocationneeds4 mes-
sages).Sothemostimportantinformationto captureon the
network layeris this latency delay.

2.2.2. Role of processes.As describedin Figure 2, the
mappingof componentsto processesis decomposedinto
threelevels. Theapplicationconsistsmainly of dependen-
ciesandcommunicationdescriptionsbetweencomponents.
At ahost,acomponentwill berunninginsideaprocess(de-
pendingon thecomponentplatform,differentmappingsto
processesarepossible).Processmonitoringis a well stud-
ied topic. Mostoperatingsystemshavemany toolsfor ana-
lyzing performance.Themainparameteris CPUuse.The
secondoneis memoryuse.Understandingthememoryuse
impacton executionis not easy. Most tools show only the
memoryavailablebut this hasnearlyno meaning,asmost
operatingsystems(Linux, Solaris,Windows NT) will use
all availablememoryfor file cachingpurposes.This mem-
ory canbereleasedondemand.And for extendingmemory
beyondphysicalmemorycapacityawell knownmechanism
is virtual memory. Virtual memoryis storedon a disk and
so hasa nearly100 fold slower accesstime. As a result,
applicationsusingvirtual memoryarehugelyslowed.
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Figure 2. Diff erent abstraction levels

Methodsfor allocatingvirtual memorydiffer a lot from
one operatingsystemto another. The most known are
paging (BSD like, Solaris, Windows NT) and swapping
(Linux). Pagingis performedcontinuouslyby asystemdae-

mon which storesall unusedmemoryon disk. As conse-
quence,thepagingrateis theindicatorof memoryshortage
[1]. Swappingon theotherhandis activatedwhenthereis
no morefree memoryavailable. Every new memoryallo-
cationwill be doneon a swap disk space.The percentage
swapspaceusedin this caseis themainindicator.

2.3. Design
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Figure 3. Distrib uted monitoring architecture

To fully understandtheneedsof ourstructure,weneedto
explain issueswith currentmonitoringsystems.Theusual
way to collect informationfor monitoringis to get a fixed
intervals somedatafrom hosts(polling). The most com-
mon implementationis SNMP (SimpleNetwork Manage-
mentProtocol). An agentat eachhostrespondsto queries
for basicSNMP objects. But this approachcannotscale
(withoutanimportantdataoverhead)andis notprecise.It is
basedon theclient-serverparadigm,andthis is not suitable
for reducingintrusiveness:the quantityof network traffic
induceddependslinearly of theprecisionof data.To solve
this problem,our implementationis built on two levels of
information.Thefirst level is calledthemonitoringregistry.
This level is usedfor local storageof low level information
(Figure3). Thosedatacanbeupdatedeitherin-processfor
kernelinformationat a fixedrate(CPUload,virtual mem-
ory use,etc.),or out-processby events(e.g.acomponentin-
vocation).In orderto keepthis informationflow (polling or
events),thereareeventsfrom monitoringregistry to Probes
data.

In our prototypebasedon Sun’s EnterpriseJavabeans
Referenceimplementation,weaddedcallsinsideEJBInvo-
cationManagerpreinvoke methodwhich informs our mon-
itoring agent. This allows us to get statisticson the data
flow betweencomponents.This is usedfor reconfiguration
policies(asexplainedin Section3) andfor administrative
needs.

Theentity responsiblefor interpretingandfiltering mon-
itoring registrydatais calledaProbe. It hasaccessto asec-
ondlevel of data(ProbeStatValues) which is distributedto
all hostsof themonitoringfederation.Updatesof this data
shouldonly bedonewhensignificantchangesoccur(this is
therole of thefilter) to minimizeremoteupdates.Thisdata



is platformindependentfor administrationandreconfigura-
tion policiesusage:e.g. for CPU load, thedatarepresents
a percentageof utilization and is updatedon detectionof
a 10% averagechangeevery 10s. Using filters andevents
allows the client to have a passive role in monitoringand
so it will be easierfor it to adaptonly on importantenvi-
ronmentchanges.Thoseadaptationsarebasedon policies.
The possibilitiesof thesepolicieswill dependon dynamic
reconfigurationcapabilities.

3. Dynamic reconfiguration

Futuredistributed applicationswill needto be able to
easilyscaleto heavy loads.Dynamicreconfigurationtools
allow evolutionswithout degradationof service.Thereare
mostlytwo goals:

� nonfunctionalreconfigurations:they have to becom-
pletely transparentto the final developer. They have
not only to changecomponentlocationsbut naming
referencesandclientsbindingstoo.

� functionalreconfigurations:they aremostly for struc-
tural changesin the application. This kind of recon-
figurationis uponthenamingreferencesandprovides
only for the applicationdeveloperan API to a recon-
figurationtool.

3.1. Migration

Themigrationmechanismis a transferfrom onehostto
anotherof anentity. Therearetwo sub-typesof migration:
strongmigrationwith a transferof the stateof this entity,
andweakmigrationwith only a transferof the executable
partandsomeattacheddata.This mechanismshouldhave
a strongpropertyof atomicity andconsistency. Migration
shouldbeseenasoneoperationwhich canrestorethepre-
viousstatein caseof failure(atomicity).Consistency means
thattheexecutionflow of theapplicationshouldremainun-
changedafterthemigrationof acomponent.

3.2. Replication

Replicationis a well studiedtopic in databaseresearch.
Its goalis to increasethelocality of reference[9]. Themain
ideais thatby duplicatingcomponentsatdifferentsitesit is
possibleto enhanceperformance,reliability andavailabil-
ity. For exampleif a hostis performingmany accessesona
remotecomponenttheremaybea worthwhileperformance
gain by duplicatingthis componentlocally. This helpsto
solve somereliability problemstoo: if one host fails the
componentwill still beaccessiblesomewhereelse.

With databases,replicationcanbeperformedby copying
datato anotherhost. With componentsthereis not only a

datapart but an executablepart too. This executablepart
canbedividedinto a binarypartandits state.Sotherepli-
cationmechanismshouldtake careof duplicatingthemon
otherhosts.

It’spossibleto distinguishtwo differenttypesof replica-
tion :

� load balancingoriented: its goal is only to enhance
performancein choosingthe right hostto executeev-
ery divisible part (methodin statelesscomponentor
sessionfor statefulcomponents).

� fault toleranceoriented:for enhancingreliability com-
ponentsareduplicated.A hosthasto managethestate
of everycopy andthisconstraintusuallydecreasesper-
formance.Thestateof every copy canbemanagedby
two ways:

– active replication: the stateof eachreplica is
maintainedby broadcastingeachquery to each
host( 1 to N scheme);

– passive replication:only onereplicareceivesall
requestsandasubsidiarymechanismis responsi-
ble for duplicatingits state(1 to 1).

Handlingthe stateof an executableis not an easytaskbe-
causenative functionsof mostlanguageslike Java or C++
don’t allow serializationof threads(thebasicunit of execu-
tion). This is why quite oftena deterioratedform of repli-
cationis used:thestateof thecomponentis not transferred
andthereplicationprocessis executedonly whenthecom-
ponentis in anidle state(no sessionsareopenedby users).

3.3. Systemtuning

A lot of systemparameterscanbe adaptedto meetthe
needof aspecificapplication.Thoseparametersrangefrom
operatingsystemlevel (disk accessmethods,differentOS
cachesizes),to resources(e.g.databases)andto thecompo-
nentruntime.Someof theseparametersarefixedat startup
but othersaredynamicallymodifiable.Threadusageis one
of the most important parameterfor performanceon the
componentruntime. Allowing many componentsto exe-
cute,eachonein its own thread,canimprove dramatically
their individualexecutiontimes:onmultiprocessorsystems
the systemschedulercan dispatchthreadson all proces-
sors,so many methodscanbe executedat the sametime.
But allowing too many threadsto executeat thesametime
would becostly. Eachthreadwill needsomememory, and
schedulingtime would be increased.That’s why the most
commonapproachis to havea fixedpool of threads(this is
implementedin mostcomponentservers). The numberof
runningthreadsis aninterestingparameterto changeunder
heavy loadfor avoiding resourceoverload.



3.4. Constraints

Reconfigurationof componentsis possibleonly under
someconditions.To achieve a particularbehavior or func-
tion in a framework, acomponentmaybeboundto specific
resources.This induceslocalizationconstraintson some
partsof theapplication.Whatwe meanby boundresource
is that communicationbetweenthe componentandthe re-
sourcecan’t be doneremotely (becauseof native system
callsor of network costwhich would unacceptablyreduce
performance).As an example,take a graphicaluserinter-
facecomponent(GUI), whichgenerateslotsof communica-
tions(usuallynative calls)with theoperatingsystem.This
componentcan’t beexecutedsomewhereelse.And theGUI
will beatonly oneusersidesoit can’t beduplicated.

Anotherconstraintcanbeaspecificco-localizationneed
of severalcomponents.Somecomponentshave to bekept
in the samememoryspacethanothersto avoid heavy re-
moteinteractions.For instance,a webbrowsercomponent
canbe genericenoughto take an URL and renderit into
somegraphicalformat (it will not have any resourcebind-
ing). Suchacomponenthasto beco-localizedwith its con-
trol GUI (which is boundto a graphicaldisplay)to ensure
low costinter-processcommunicationsbetweenthosetwo
components.

For thesereasons,somecomponentsarenot appropriate
for reconfiguration.

4. Reconfigurationarchitecture
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Figure 4. Reconfiguration frame work

In orderto createaloadbalancingservice,wehavebuild
a distributedreconfigurationtool. Our model is described
by anexamplein Figure4 : Host2 is hostinga component
which hasbeenreplicatedto Host3. Theclient is thepro-
grampart runningon Host 1 which is accessingremotely
componentA. Host 2 and Host 3 are sendingmonitoring
events(section2) to the client (Host 1). Using this infor-
mation,the client is ableto reconfigureitself basedon an

invocationpolicy. TheConnectoris our interfaceto change
the client bindings. The key to reconfigurationis that ev-
ery usedcomponentis associatedwith a Connector: the
Connectorcontainsinformationsaboutthebindingandthe
replicationpool of a component. On the server side the
dynamicsarehandledby a reconfigurationpolicy (section
4.2).

4.1. Client sidedynamics

The first goal is to be able to rebind the remoterefer-
enceof the client to anotherserver. This remotereference
is handledby astub(onnearlyeverymiddlewareplatform).
The stubthenissuesinvoke calls on the ORB (ObjectRe-
questBroker). Preciselyon CORBA (or RMI over IIOP
for EnterpriseJavaBeans)thosecalls are handledby the
org.omg.CORBA.portable.ObjectImpl which transfersthe
calls to thevendorimplementation.We have inserteda re-
configurableconnectorinsidethismethodto changethereal
remotereference.By this way we providea rebindmethod
ableto transparentlyexecuteremotemethodson any com-
ponent.

Thesecondimportantpoint with this kind of reconfigu-
rationis to managethereferences.OnEnterpriseJavaBeans
andCORBA ComponentModelaHomeobjectis responsi-
ble for locatingandcreatingobjectson theserver side.We
interceptthosecallstooto associateareferencewith acom-
ponentnameanda remotehost. Actually we supposethat
the remotecomponentsarestatelessandevery invoke call
canbe executedindependentlyon any server. If a stateis
involvedthe rebindmethodhasto take careof thesessions
boundto thecomponentstate.

Figure5 showsasampleuseof thereconfigurationinter-
faceandthemonitoringtool to build a loadbalancinginvo-
cationpolicy. Wesupposetheclient is usingacomponentA
which is replicatedonsomehosts.Whentheclient receives
anupdateof CPUloadof thosehosts(OnStatEvent) it will
rebindtheStubto thereplicateon thelessloadedserver.

4.2. Server sidedynamics

Theserver sideneedsto evolve to adaptthecomponent
hoststo their environment.This canbeachievedin adding
a reconfigurationinterfaceto every server. This interfaceis
ableto install new componentsandmanageinstancesin or-
derto replicateor migratecomponents.It interactsremotely
with the clientsConnectors to updatetheir replicatedpool
andreferences.

Reconfigurationcanbedrivenfor resourceuseor avail-
ability. For instancea resourcebasedpolicy may want to
migratea componentto a remotehost to free resources.
If thereareenoughresourcesavailablea replicationpolicy
could replicatea componenton many hoststo increaseits



public class LBInvocationPolicy
extends InvocationPolicy {

...
// on receive of monitoring data
public void OnStatEvent(StatEvent stev) {
Connector c = cm.getConnector(clientRef);
// get all the replicated components
ComponentRef[] rp = c.getReplicationPool();
InetAddress hostname =

clientRef.getComponentHostAddr();
ComponentRef newRef = clientRef;
long min_load = sm.getStat(hostname,CPU_VALUEID);
// get the minimum load value from all
// hosts running a replicated component
for (int il = 0;il < rp.length;il++) {

InetAddress replhost =
rp[il].getComponentHostAddr();

repl_load = sm.getStat(replhost,CPU_VALUEID);
if (repl_load < min_load) {

min_load = repl_load;
newRef = rp[il];}}

if (newRef != clientRef) {
// rebind the client to the new host
c.rebind(newRef);}}

}

Figure 5. Sample of a load based invocation
polic y

availability. Anotherway to improve the global execution
is to migratecomponentsin orderthattwo componentsthat
have many interactionsareexecutedon thesamehost. All
thosedifferentpoliciescanbe build by differentproviders
impliedin distributedsoftwareservices: for examplethere-
sourcebasedpoliciesareverydependentof OSspecificdata
andthusshouldbebuild by themonitoringtool provider.

5. Relatedwork

Most of the work on load balancingat the middleware
level is limited to loadbalancingfor CORBA objectson lo-
calnetworks.Usuallythey arebasedonaDelegatorpattern
[10] on the server side: onehost is receiving requestsand
it interceptsanddelegatesthemto anotherserver. Thishost
managesa pool of replicatedCORBA serversandchooses
at eachrequestoneof thosereplicates. Most policies for
this choicearebasedon roundrobin or randomalgorithm
[5, 11]. Suchpoliciesdon’t take into accountthe applica-
tion architectureandthestateof thereplicates.

Themostcompletework on loadbalancingfor CORBA
is theLoadBalancingServiceof TAO [8]. Its architectureis
quitesimilar to our model:monitoringcanbesynchronous
(pull) or asynchronous(push)andit allowsadaptativepoli-
ciesfor loadbalancingtoo.

For scalingload balancingto large networks, the main
problemis to reduceall interactions.We solvedthis prob-
lem with a fully decentralizedreconfigurationarchitecture
andsmartfilters for monitoringdata.

6. Conclusionsand futur e work

In this paperwe have presentedour approachfor build-
ing a genericload balancingservicefor applicationbased
on softwarecomponents.In orderto beableto make good
decisions,this kind of servicehasto rely on precisemon-
itoring data. The policies are fully distributed which has
consequencesin the whole infrastructure.By distributing
only significantdata,the monitoringserviceis not overly
intrusiveandallows to easilyreactto thosechanges.Using
this data,we have a modelwhich involvesall theactorsof
an applicationin load balancingpolicies. Implying many
providers meansthat the reconfigurationplatform should
provide a high level of pluggabilityon every part (policies,
monitoringtools). This canbe achieved in conceiving the
wholeplatformasa framework.

Partsof theplatformarestill underdevelopmentandwe
expect to have soonreal performanceresults. Therecan
be a multi-criteria problemto solve for somepolicies so
we are working on methodsto comparethe cost of each
parameter. We arealso investigatinghow to replicateany
kind of component,evenonewith apersistentstate.
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[9] T. ÖzsuandP. Valduriez.Principlesof distributeddatabases
systems. PrenticeHall, secondedition,1998.

[10] D. Schmidt,M. Stal, H. Rohnert,andF. Bushmann. Pat-
terns for Concurrent and Networked Objects, volume2 of
Pattern-OrientedSoftware Architecture. Wiley, 2000.

[11] T. Schnekenburger. Automatic load distribution for corba
applications. In Proceedingsof CUC ComponentUser’s
Conference, Munich,Germany, 1996.

[12] B. Shanon. Java 2 Platform EnterpriseEdition Specifica-
tions,v1.2. SunMicrosystems,1999.


